
Decoding Cybersecurity:
It’s All About Risk Management



Disclaimer
This presentation is intended to provide a general 

educational overview of insurance regulatory topics.  
The materials contained herein are not intended nor 
should they be construed to provide specific legal or 
regulatory guidance. The content of this presentation 
and any related discussion represents the views and 
perspectives of the speaker(s) and do not in any way 
constitute official interpretations or opinions of the 

Missouri Department of Insurance.  Legal or regulatory 
counsel should always be consulted to review specific 

questions or issues of regulatory compliance.  



• Jarrett W. Kolthoff

Director’s Regulatory Summit
2016



Outmaneuver 
Your Adversary

Utilizing cyber 
counterintelligence 
strategies, SpearTip 
partners with our clients to 
protect shareholder value, 
shield corporate 
reputations, and enhance 
long-term profits.



SpearTip - Defined





Incident 
Response

Pre-Breach 
Assessment

ShadowSpear 
Protection 
Service



+ Annual Market cost $445B

+ Average cost $7.7M

+ Detect / Recovery ‐ 53%

+ Business Disruption ‐ 39%

+ Incident Response Plan ‐ 81% 
of respondents ‐ 34% are 
effective or very effective

Center for Strategic & Int’l Studies

Ponemon Institute

Cost of Cyber Attacks

Situational Awareness



Advisen
Ponemon Institute

Breach Preparedness

+ Who Owns Cyber Risk

+ Not Confident In Abilities

+ External Validation

+ Skilled Personnel

+ Multi‐Department ‐ 57%

+ Pre‐Deploy Response Tech

Situational Awareness



• 40 million CC stolen between 
Nov.27 – Dec. 15 2013.

• 70 million customer records 
stolen

• 46% drop in profits at Q4 2013 
compared to prior year

• $100M spent upgrading POS 
terminals to Chip-and-Pin

• CIO “resigned”
• CEO FIRED

• 80 million 
customer/employees’ 
information affected

• Monetary loss due to 
business loss and industry 
fines yet to be leveraged or 
assessed

• 47,000 clients and 
employee PII data 
leaked

• 601 files containing 
proprietary data and 
employee PII leaked to 
the public

• $M’s in revenue lost due 
to the cancellation of 
The Interview.

• Immeasurable/ irreparable 
damage to public trust, 
geopolitical relations, and 
intelligence operations.

• Amount of $$ being spent to 
upgrade infrastructure and 
on insider threat monitoring 
initiatives is classified.

Situational Awareness



DarkNet “Black Market”
Situational Awareness



+ Custom Malware:  $12
+ Stolen Email Account:  $  .50
+ Scan of passports:  $1
+ Stolen Cloud Account:  $5
+ Credit Card data:  $  .10
+ Online Banking Malware:  $150 ‐ 6month rental
+ DDOS ‐ $10/day rental fee

FireEye & Symantec, November 2015

Situational Awareness

DarkNet “Black Market”



13

Situational Awareness



14

Situational Awareness



+ Encrypted strings can be viewed as they are decrypted 
and loaded into active memory

+ Allows for accurate and quick identification of malicious 
encrypted data strings being processed

Observational Malware Analysis
Situational Awareness
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Tip of the Spear
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Out‐of‐band SSH access
over 3G/GSM cell networks,
compatible with SIM cards
from AT&T, Vodafone,
Orange, and GSM carriers in
over 160 countries

Tip of the Spear
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Chinese Wire Fraud

Tip of the Spear
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Hong Kong	

Tip of the Spear
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Fusion Cell Analysis

+ Several other portfolio
company were targeted

+ Access to profile pages of
lawyers

+ Overlay several log files

+ Correlated / shared threat 
data with FBI‐NYC

Tip of the Spear



ShadowSpear Dark Web Intelligence Collection
The Power of Actionable Cyber Intelligence

Tip of the Spear
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Accountability

Responsibility

Culpability
Cyber Security now lies squarely on the 
shoulders of Senior Executives and 
Directors.

Director & Executive Accountability 

Avoid ::  Mitigate ::   Accept  ::  Transfer



+ Cybersecurity an Enterprise‐wide Risk Management Issue

+ Legal Implication of Cyber Risks

+ Cybersecurity Expertise on the Board

+ Staffing ‐ Budget ‐ Expertise

+ Risk Appetite ‐ avoid, accept, mitigate or transfer through insurance

+ Evaluate need for Advanced Security Monitoring

Director & Executive Accountability 



+ Even know if you have it?

+ Timeframe of Policy Coverage

+ Officers & Directors Coverage

+ 3rd Party Caused Events?

+ Social Engineering Coverage?

+ Cover Insider Intentional Acts

+ What is the Trigger Event?

+ What types of data are covered?

+ What kind of incidents are covered?

+ Acts of War?

+ Required carrier list for attorneys & experts?

+ Contractual Liability?

Cyber Insurance Key Questions

Director & Executive Accountability 
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• KEY POINT: “boards that choose to ignore, or minimize, the importance of cybersecurity oversight 
responsibility, do so at their own peril.” SEC Commissioner Luis A. Aguilar, June 10, 2014.

 Heartland Payment Systems, TJ Maxx, Target, Home Depot, Wyndham 

 Derivative claims premised on the harm to the company from data breach.

 Caremark Claims:

• Premised on lack of oversight = breach of the duty of loyalty and good faith

• Cannot insulate the officers and directors = PERSONAL LIABILITY!

• Standard: 

 (1) “utterly failed” to implement reporting system or controls; or 

 (2) “consciously failed” to monitor or oversee system.

$4.8 Billion Deal?

“The Paranoids”

Director & Executive Accountability 



Game Changer?

Director & Executive Accountability 



NY Dept of Financial Services
Cyber Security Requirements for Financial Services

• All NY “financial institutions”
• Establish Cybersecurity program w/specifics
• Adopt Cybersecurity Policies
• Designate qualified/responsible CISO
• 3rd Party Service Providers ‐ Examine, obligate, and audit
• Written Incident Response Plan
• Board / Senior Officer Certifying Compliance

Director & Executive Accountability 
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A SINGLE BREACH COULD RESULT IN PERMANENT COMPANY DEVALUATION 

Insiders can wittingly and unwittingly target trade secrets, intellectual property, and financials, 
as well as personal data, to effectively cripple and/or destroy your organization.

POTENTIAL HARM

+ Lawsuits resulting from an insider’s unauthorized 
disclosure

can cost millions
+ Incident response and remediation can result in 

significant expense
+ Loss of public trust can permanently damage share 
price and

growth
+ It’s not the breach; it’s their diligence and response that

matters the most

Director & Executive Accountability 



FACTS
+ Continuous monitoring of cyber threats is now an 

essential practice
+ Insiders with privileged access are unpredictable liabilities
+ Tools such as mobile devices open doors for cyber 

breaches
+ Cyber crime methods and technology change and 

escalate daily
+ Audits and Vulnerability Assessments are NOT enough

YOUR CURRENT TACTICS FOR CYBER SECURITY ARE NOT ENOUGH

Misconceptions and misinformation can leave you vulnerable and at risk. Solely 
monitoring endpoints will not protect your infrastructure.

Director & Executive Accountability 



• Cyber Counterintelligence provides the unique
combination of utilizing HUMINT tradecraft, malware
reverse engineering, intelligence gathered within an
internal network & live botnets, correlated with an
enterprise’s external information.

45

Cyber Counterintelligence



Summary
• + Incident Response Plans ‐ Create & Implement & Train 

• + Determine Risk Appetite – Continue Audits

• + Business continuity plan that is tested for effectiveness in the
event that it needs to be implemented – LIVE

• + Evaluate the viability of advanced continuous monitoring – due
to resource limitations

• + Outmaneuver Your Adversary – Are you currently breached and
• just don’t know it?



Outmaneuver 
Your Adversary

Thank You



SpearTip is uniquely positioned in the market 
that enables our team to provide a full range 
of counterespionage services in order to 
identify, detect, exploit, and neutralize 
threats leveled against corporations.

Our Fusion Cell Teammethodology conducts 
penetration testing, malware analysis, digital 
forensics, human intelligence collection 
(HUMINT), pre‐attack intelligence analysis, 
open source data review, elicitation 
techniques, and technical surveillance 
countermeasures (TSCM). 

speartip.com linkedin.com/speartip

info@speartip.com

(800) 236-6550

twitter.com/SpearTipCyberCI

Washington, D.C.
Saint Louis

Dallas
Tampa

Atlanta
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DECODING CYBERSECURITY
IT’S ABOUT RISK MANAGEMENT

2016 Director’s Regulatory Summit
Arturo Perez-Reyes
Cyber Leader / SVP
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Agenda

1.
2.
3.

Unique risks that the insurance industry faces 

The state of the current cyber-insurance market 

And what does the future hold?

Page
2
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Which firms need cyber insurance?
Anyone with employees

Will have personnel data with SSN, 
bank accounts, and health information

Anyone with clients/customers
Will have credit-card or bank- account
numbers of customers

Anyone who shares systems, data,
or monies

Will rely online banking, IT vendors and
cloud services as well as share data
with partners

Anyone who faces regulations or 
contractual indemnities

Will make representations, make 
promises, and accept responsibilities

Anyone who communicates
Will use email, websites, and social
networking

Anyone who uses computers for operations
Will be vulnerable to non‐ physical
interruption and data loss

Anyone who has assets that be extorted or 
hacked

Will be vulnerable to ransom wares, 
mafias, and crackers

Anyone whose IT systems could be used to
attack others

Will be vulnerable to worms, viruses, 
Trojans, hackers, and rogue employees
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Problem: the blind men and the elephant

Page
17



HUBInternational.c
HUB International Insurance Services, Inc.   t PCA Insurance Lic. #0D80830 om

HUBInternational.com
HUB International Insurance Services, Inc.   t Executive Liability Practice  t PCA Insurance Lic. #0D80830

Who lost data in 2015?

Page
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16,191,017

759,600

34,222,763

112,832,082

169,068,506

- 50,000,000 100,000,000 150,000,000 200,000,000

Business

Educational

Gov/Military

Medical/HC

TOTAL

ITRC Year-End Report for 2015 HHS
Office Of Civil Rights’
https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Healthcare loses were larger than all other industries combined Comprising 70% of all losses

169 million records lost in total
85% were small business: <10,000 records
253 breaches affecting 500> individuals

Top-10 breaches lost 111 million records 
Top-6 affected at least 1 million people
4 of 6 were insurers: BCBS organizations

Business Educational Gov/Military Medical/HC TOTAL

Victims 16,191,017 759,600 34,222,763 112,832,08 169,068,50

Business
10% Educational

0%

Gov/Military
21%

Medical & 
Healthcare

69%
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How was data lost by attack and vector in 2015?
Healthcare Firms and Insurers
▪ Total healthcare breaches were

1,425. Three times the number
of victims from last year

▪ Nine of the top ten incidents
involved hacker attacks, a huge
shift from previous years, when
hacker attacks were relatively
rare.

▪ Hacks are 11% of incidents but
account for 75 percent of
victims. All totaled, 56 hacker
attacks affected 112 million
individuals.

▪ Chinese hackers hit 26 hospitals
in 29 states as well as Anthem’s
80 million records

Incidents by vector for all

Sources: HHS, News Reports, and DatalossDB.org

Outside 62%
Unknown 6%
Inside 8%
Accident 12%
Rogue 13%

Incidents by breach for all industries
Web, 4% Virus, 4%

Disposal, 4%

Other, 5%

Fraud, 8%

Skimming, 
15%

Unkown, 3%
Email, 3%

Computers: 
Lost or 

Stolen , 5%
Snooping, 

3%
Post, 3%

Media & 
Documents: 

Lost or 
Stolen, 7%

Phishing, 2%
Fax, 1%

Seizure, 0%

Hack, 
34%
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Breaches: causes, costs, containment

6

49% of all data breaches are

caused by malicious or criminal attacks, 
US cost $236 per record

27% by system glitch
US cost $213 per record

25% by human glitch
US cost $197 per record

229 DAYS
on average to identify

189 DAYS
on average to identify

162 DAYS
on average to identify

82 DAYS
to contain

67 DAYS
to contain

59 DAYS
to contain
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What can it cost?
Average loss of a Breach
▪ $2.1 million for small enterprise
▪ $4.8 million for large enterprise
▪ $9.4 million for healthcare
Specific losses
▪ Anthem exhausted $100

million in coverage
▪ Target exhausted $100 million

and cost $244
▪ Home Depot exhausted $100

million and cost $228 million
▪ D&O lawsuits against Google,

Target, Wyndham

Great variability
▪ Netdiligence found the minimum

cost per record was $0 and the
maximum was $35,000.00. The
average cost per record was
$964.31, but the median was
$13.00.
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AGREEMENTS COVERS
Liability agreements
Privacy liability Claims for financial‐damage from unauthorized access or breach of confidentiality and privacy
Security Liability Claims for financial‐damage from breaches of security or systems being used against others
Media Liability and personal Injury Claims for financial‐damage from libel, slander, and infringements of copyright and trademark
Technology E&O Claims from financial‐damage for business services did not meet a required standard
Regulatory agreements
Privacy Regulatory Defense Investigations and resulting damages for violations of privacy laws
Privacy Regulatory Penalties Fines, penalties, or compensation funds for violations of privacy laws
PCI fines and penalties Investigations and resulting damages for violations of payment‐card industry standards
Privacy Breach
Notification Costs Notification of privacy‐breach victims
Credit‐File Monitoring Credit‐file monitoring services to prevent identity theft
Identity Restoration Identity‐restoration services to remediate identity theft
Forensic Costs Information‐security and legal‐advice services to identify breach and comply with laws
Crisis PR and reputation defense Public‐relations services to respond to breach and protect brand
Other first party agreements
Network interruption Lost profits from downtime caused by denial of service attacks or malicious agents and wares
Data restore and system damage Cost to restore data and system resulting from malicious agents or software
Cyber Extortion Expert assistance and payment of ransoms should sites, systems, or data face extortion threats
Cyber Terrorism Coverage for attacks motivated by ideological, religious, or political reasons
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Weak Program

Page
40
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Better
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Unique risks to insurance industry

Fragmented federal regulation
• Privacy laws

 GLBA
 HIPAA

• Insurance
 McCarren vs Dodd Frank and FIO

• Misunderstandings by brokers
 Privacy notice
 HIPAA training

Fragmented state regulation
• Privacy
 47 state reporting laws
 California has 85 privacy laws
 Changes

• Notice on encrypted data
• Notice about email and passwords

• Insurance
 NAIC model law
 Separate statutes on insurer liability
 Litigation changes by zip code
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CALIFORNIA INSURANCE LAWS
791.13
An insurance institution, 
agent, or insurance-
support organization 
shall not disclose any
personal or privileged
information about an 
individual collected or
received in connection 
with an insurance 
transaction unless the 
disclosure is: 
[authorized]

791.20.
(b)An insurance institution, agent or insurance-
support organization which discloses information 
in violation of Section 791.13 shall be liable for 
damages sustained by the individual about
whom the information relates. However no 
individual shall be entitled to a monetary award
which exceeds the actual damages sustained by 
the individual as a result of a violation of Section 
791.13.
(c)In any action brought pursuant to this 
section, the court may award the cost of the 
action and reasonable attorney’s fees to 
the prevailing party.



Unique risks to insurance industry

Large stores of data
• Confidential
 P&C
 M&A: reps and warranties

• Private
 Personal lines
 WC
 Benefits

Where is it located?
• Outsourcing of data
 Domestically
 Outside of the US

• Value chain
 Reinsurers
 Regulators
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Example: a small state‐sponsored insurer
Broker data
▪ Exposure of 4,000 SSN
▪ Incident Investigation $235,600
▪ Notification / Crisis 

Management $108,300
▪ Regulatory and Industry 

Sanctions $1,150,000

▪ Class Action Lawsuit $5,000

§ Total Cost: $1,498,900
▪ Per Record Cost:$375

Insured data
▪ Exposure of 131,000 PII
▪ Incident Investigation $292,380
▪ Notification & Crisis Management

$705,025
▪ Regulatory & Industry 

Sanctions $1,025,000

▪ Class Action Lawsuit $900,625

§ Total Cost: $2,923,030
▪ Per Record Cost:$22
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Example: a small private insurer
NetDiligence
▪ Loss of personally identifiable 

data for 211,817 people

▪ Incident Investigation $526,543
▪ Customer Notification / Crisis 

Management $1,518,605
▪ Regulatory and Industry 

Sanctions $1,250,000

▪ Class Action Lawsuit $264,771

§ Total Cost: $3,559,919
▪ Per Record Cost:$17

Ponemon/Big Four
§ Total cost: $12,709,020
▪ Per Record Cost $60



Unique risks to insurance industry

Cobbler’s children
• Reluctance to buy coverage
• Brokers with perfunctory coverage
• Insurers with too little in limits

Hockey‐stick exposures
• Cash‐flow underwriting
• Aggregation exposures

 Lloyds study of cloud providers
 Example: interruption and Amazon
 Example: “Jumbo” and value‐chain



State of the cyber market

History
• Many authors in late 90s
• Dot‐com policies: E&O and crime
• Privacy policies: 2004
• No sub limits: 2007
• Headcount limits with BBR: 2008
• Spread of IR panels: elective vs. not
• Addition of prevention services: 2014

Services
• AIG
 IBM
 CyberEdge
 Risk Analystics
 K2

• AWAC
 Log scanning
 Legal advice
 Audit
 ERM study
 Premium credits



State of the cyber market

• Value‐chain CBI
 Endorsements
 Or via base policy

• Ransomware retention
 Problem: 1‐13 bitcoin is within SIR
 Axis solution creates FUD

• No SIR and cap
• Or full limits and SIR

• System failure
 In cyber
 In property policies

• Cyber crime
 Phishing
 Social engineering

• Why crime does not cover
 Definition of system
 Voluntary parting 
 Funds‐transfer fraud



State of the cyber market

• Issues
 PCI and Chubb vs PF Chang
 Cottage Healthcare and CNA
 Growing gap for control group: D&O vs cyber
 Cyber terrorism vs exclusions

• FUD and wannabes
 Med‐mal policy with privacy
 Crime on cyber or on crime policy
 D&O and cyber: Package; exclusions

• Uptake
 35 insurers in 2015; over 65 in 2016
 25% increase in 2015; will be 50% IN ‘16

• Pricing
 Soft

• In the SME and MM segments
• In excess, especially in London

 Hardening 

• Large retail, FIs, insurers, HC
• Increases in tech E&O
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Who had coverage in early 2015?
50.00%

45.00%

40.00%

35.00%

30.00%

25.00%

20.00%

15.00%

10.00%

5.00%

0.00%

C
yb

er
P

en
et

ra
ti

on
R

at
e

Revenues Ranges



What will future bring

Environment
• Increasing perils

 IOT and and DDOS
 Hacking of cars and insulin pumps
 Nation states

• Spread of privacy laws and litigation
 Asia: Singapore, Japan, NZ
 Torts: Canada, UK

• Growing regulatory conflicts
 Schrem and Privacy Shield
 Three‐letter agencies versus world

Insurance
• Value‐chain liability

 Aggregation exposure
 Only solvable via insurance

• More integration of security services
 Insurer led or MSP led
 Real‐time underwriting
 Blurs the lines and escape

• IOT forces manufacturers to insure
 Who is liable and what policy
 Buying insurers: Volvo and Google



Apendices
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Example bank: losses sustained by companies
Confidential Big Four DataPonemon‐Symantec

Study 2013 incident‐response consulting average
numbers

2015 Cost of Data Breach: US Analysis 
(only breaches <100K)

Data set 5 years of experience 66 companies
Per record $65 US cost per record: $217 Average 

cost for FI: $259

Hard cost $30 to $50 per record 32%
Soft cost 30% more 68%
Using $50 $88

Records Times $50 Times $88

500,000 $25,000,000 $44,000,000
1,000,000 $50,000,000 $88,000,000

2,000,000 $100,000,000 $176,000,000
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Example bank: Losses sustained by AIG
AIG ESTIMATES LOW SCENARIO MEDIUM SCENARIO HIGH SCENARIO

ASSUMPTIONS
individuals breached 500,000 1,000,000 2,000,000
Monitoring years 2 2 2
Brand recognition Yes Yes Yes
Type of data SSN Bank #s SSN Bank #s SSN Bank #s

LEGAL AND REGULATORY
Defense and damages $1,500,000 $1,050,000 $6,000,000 $4,200,000 $12,000,000 $8,400,000
Regulatory fines and penalties $500,000 $500,000 $500,000 $500,000 $500,000 $500,000
PCI assessments and card re‐issue $0 $2,500,000 $0 $5,000,000 $0 $10,000,000
SUBTOTAL $2,000,000 $4,050,000 $6,500,000 $9,700,000 $12,500,000 $18,900,000

BREACH RESPONSE
Public relations $91,000 $63,700 $156,000 $109,199 $195,000 $136,500
Notification $400,000 $400,000 $800,000 $800,000 $1,200,000 $1,200,000
Credit monitoring $1,782,312 $1,782,312 $3,564,624 $3,564,624 $7,129,248 $7,129,248
ID restoration $79,567 $79,567 $159,135 $159,135 $318,270 $318,270
Call center $106,000 $106,000 $206,000 $206,000 $406,000 $406,000
SUBTOTAL $2,458,879 $2,431,579 $4,885,759 $4,838,958 $9,248,518 $9,190,018

INVESTIGATION
Forensics $1,450,000 $101,500 $270,000 $189,000 $520,000 $364,000
Legal guidance $850,000 $85,000 $100,000 $100,000 $300,000 $300,000
SUBTOTAL $230,000 $186,500 $370,000 $289,000 $820,000 $664,000

TOTAL COST $4,688,879 $6,668,079 $11,755,759 $14,827,958 $22,568,518 $28,754,018
COST PER INDIVIDUAL $9.38 $13.34 $11.76 $14.83 $11.28 $14.38
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Example bank: Losses sustained by other insurers
NETDILIGENCE ESTIMATES LOW SCENARIO MEDIUM SCENARIO HIGH SCENARIO

ASSUMPTIONS
individuals breached 500,000 1,000,000 2,000,000
Type of data 2 2 2
Monitoring years Yes Yes Yes
Brand recognition SSN Bank #s SSN Bank #s SSN Bank #s

LEGAL AND REGULATORY
Regulatory and Industry Sanctions $1,250,000 $1,025,000 $1,630,000 $2,645,000 $4,490,000 $4,265,000

BREACH RESPONSE
Notification & Crisis Management  $3,557,500 $2,651,500 $7,095,000 $5,289,000 $14,170,000 $10,564,000

INVESTIGATION
Incident Investigation $930,000 $654,000 $2,870,000 $1,144,000 $3,030,000 $2,124,000

LITIGATION
Class‐Action Lawsuit $625,000 $3,437,500 $5,000,000 $9,500,000 $10,000,000 $19,000,000

TOTAL COST $6,362,500 $7,768,000 $16,595,000 $18,578,000 $31,690,000 $35,953,000
COST PER INDIVIDUAL $12.73 $15.54 $16.60 $18.58 $15.85 $17.98
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Top‐eight financial breaches 2014
1.Heartland Payments Systems, 134
million, US, 1/2009 By cybercrime
ring, “Shadowcrew” using SQL
injection

2.KB Financial Group, NongHyup Card
and Lotte Card, 104,000,000 (15 – 60
million customers), South Korea, 
1/2014 By careless 3rd party security
contractor

3.Global Payments Inc., 950,000
– 1.5 million, US, 3/2012 By 
cybercrime ring, “Shadowcrew,”

4.Twenty Iranian banks, 3 million,
Iran, 4/2012 By whistleblower at
a payment- technology provider

5.NongHyup Life, 350,000, South 
Korea, 4/2014 By careless 3rd party 
security contractor
6.Morningstar, 184,000, US, 
7/2013 By document research tool

7.Citigroup, 360,000, US, 6/2011 By 
hacker using “query- string
modification”

8.TotalBank, 72,500, US, 7/2014 By 
unknown third party
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Solution: privacy evaluation
• Assessments
▪ Interview Legal, Risk Management, Compliance,

and IT.

▪ Create maximum‐probable loss scenarios and do peer
benchmarking

▪ Revise apps, create narratives, explain claims, 
manuscript coverage.

▪ Make suggestions on contracts, training, and prevention.

• Assets
▪ Protect Health Information (“PHI”)

▪ Personally Identifiable Information (“PII”)

▪ Business‐confidential information

▪ Uptime and Internet dial tone

▪ Data‐rich assets and media

▪ Brand and reputation

• Risk management
▪ Avoid‐‐Outsource health records and financial

payments

▪ Prevent‐‐Training of employees, firewalls and autoshuns, 
encryption

▪ Mitigate‐‐BCP/DR, intrusion detection, remote find
and wipe

▪ Transfer‐‐Buy insurance . Use contractual indemnities and
insurance requirements with vendors

• Recommendations

▪ Buy limits to cover probable losses
▪ Secure preferred incident providers
▪ Refine the E&O and secure PCI if 

needed
▪ Amend contracts
▪ Use of encryption across the

network stack
▪ Increase training of employees on

new risks
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COVERS
Covers torts alleging 
breaches of privacy or 
confidentiality and failure to
comply with a privacy policy

EXAMPLE
Costs depend on the sensitivity of lost data, its volume, and the fiduciary or
contractual relationship between data owner and breached victims. Suits
succeed when plaintiff show a duty and damages.

Confidentiality lawsuits succeed when misappropriated trade secrets produce
unjust enrichment. Grail vs. Mitsubishi defined the economic standard. A recent
CA case, resulted in $13 million in damages.

Privacy lawsuits are common and must be defended, sometimes for years. In
2014, Sony settled a three-year class action over its 2011 breach; damages
were $15 million. It is now defending against employee class actions over its
2014 breach.

Attorneys generals also bring suits against businesses and defense can take
years, it took TJX three years to resolve cases by 17 AGs; damages were $9.75
million.

Banks succeed against businesses when breached CCN lead to fraud and card
cancelations. Courts have given $20 per card, so bank-related damages at TJX
were $146 million. In the case of Target, re-issuing costs were $172 million of
the $252 million in losses.

Health data also causes losses. In June, Cottage Health Systems settled with
62,000 plaintiffs for $4.2 million. Under California’s
CMIA, breaches of PHI can pay $1,000 per individual. Thus, Sutter faced a $1
billion liability if identity theft had resulted from a 2011 breach.

Privacy and Confidentiality Liability

Page 24
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Max-Probable 3rd-Party Loss
LOSS STUDIES AIG Insurance Confidential Big Four Data Ponemon‐Symantec Netdiligence

Study Cyber‐Edge Insurance 
Breach Calculator

2013 incident‐response consulting 
average numbers  2013 Cost of Data Breach: Global Analysis

2013 Cyber Liability & Data
Breach Insurance Claims

Data set AIG claims data 5 years of experience 277 companies 140 claims
Per record Ranges by breach size and data type. Here 

are per‐record breakouts for your data
Loss of 22.3M  PHI costs $83.58 each
Loss of 984,900 financial PII costs $10.96
Loss of 450,000 SSN costs $7.72 a record

$65  Average US cost per record: $188
Average global for 10 nations: $130

Full dataset
Median per‐record cost: $107.14. 
Average per‐record cost: $6,790 

Without outliers
Median was $97 
Average was $307.

Hard cost 100% $30 to $50 per record 32% 100%
Soft cost Insurance does not cover soft costs 30% more 68% Insurance does not cover soft costs

LOSS SCENARIOS Records Times the above Times $50 Times $60 Times $307

Workforce 28,900 $316,744 $1,445,000 $1,734,000 $8,872,300
SSN and tax ID 450,000 $3,474,000 $22,500,000 $27,000,000 $138,150,000
Financial accounts 131,000 $1,435,760 $6,550,000 $7,860,000 $40,217,000
Payment cards 375,000 $4,110,000 $18,750,000 $22,500,000 $115,125,000
TOTAL LOSS OF PII 984,900 $10,794,504 $49,245,000 $59,094,000 $302,364,300
Patient records 22,300,000 $1,863,834,000 $1,115,000,000 $1,338,000,000 $6,846,100,000

Employee healthplan 15,000,000 $1,253,700,000 $750,000,000 $900,000,000 $4,605,000,000
TOTAL LOSS OF PHI 22,300,000 $1,863,834,000 $1,115,000,000 $1,338,000,000 $6,846,100,000

TOTAL LOSS OF BOTH 23,284,900 $1,874,628,504 $1,164,245,000 $1,397,094,000 $7,148,464,300



• EXAMPLE
• Costs depend on the damage done to third parties. These include business

interruption and extra expense caused by transmitting malware, denial‐of‐
service attacks, or allowing criminals to leverage your systems to breach other
firms. Causes of action include torts, contract, negligence, unjust enrichment,
and bailment.

• The Target breach was caused by a conduit injury. An HVAC vendor was hacked
and credentials stolen. The criminals then exploited a VPN connection into
Target’s systems resulting in a breach that to date has cost $252 million. Target
and its insurers are subrogating against the vendor. Target has also tried to settle
with injured third parties for $10 million.

• Another example is the Ford‐Experian breach, where an employee of an
outsourced IT‐helpdesk firm stole identities from credit‐reporting agencies
using Ford Motor Credit’s access. The total losses are undisclosed, but the FBI
has disclosed that they were above $100 million.

COVERS
Claims for financial-
damage from 
unauthorized access, 
transmission of 
malware, or pass-
through attacks

Security Liability



• EXAMPLE
• Employers and payroll providers will hold private data on employees, ex‐
employees, contractors, and customers.

• If this data were breached, the firm would need to notify under CA and
46 other state privacy‐ breach laws. The firm would then need to make 
victims whole to avoid class‐action lawsuits.

• Typically, you would offer credit monitoring or identity‐theft restoration
services. State AGs now demand two years of services. The firm will also 
need to hire a forensic‐security firm to find and close the breach.

• In 2015, breach‐cost surveys by the Big Four and the Ponemon Institute
place the first‐party, per‐ record‐lost cost at $55 to $60. Hence a breach of 
100,000 records might require outlays of $5.5 million to $6 million.

HUBInternational.com
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COVERS
Notification of victims; 
credit-file and identity-
restoration services; 
crisis management; 
forensic investigations

Breach Expenses
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Max‐Probable 1st‐Party Loss
LOSS STUDIES AIG Insurance Confidential Big Four Data Ponemon‐Symantec Netdiligence

Study Cyber‐Edge Insurance Breach
Calculator

2013 incident‐response consulting
average numbers

2013 Cost of Data Breach: Global Analysis 2013 Cyber Liability & Data Breach
Insurance Claims

Data set AIG claims data 5 years of experience 277 companies 140 claims

Per record Ranges by breach size and data type. Here
are per‐record breakouts for your data
Loss of 22.3M  PHI costs $83.58
each
Loss of 984,900 financial PII costs
$10.96
Loss of 450,000 SSN costs $7.72 a record

$65 Average US cost per record: $188 Average
global for 10 nations:
$130

Full dataset
Median per‐record cost:

$107.14.
Average per‐record cost:

$6,790
Without outliers Median was $97

Average was $307.

Hard cost 100% $30 to $50 per record 32% 100%

Soft cost Insurance does not cover soft costs 30% more 68% Insurance does not cover soft costs

LOSS SCENARIOS Records Times the above Times $50 Times $60 Times $307

Workforce 28,900 $316,744 $1,445,000 $1,734,000 $8,872,300

SSN and tax ID 450,000 $3,474,000 $22,500,000 $27,000,000 $138,150,000

Financial accounts 131,000 $1,435,760 $6,550,000 $7,860,000 $40,217,000

Payment cards 375,000 $4,110,000 $18,750,000 $22,500,000 $115,125,000
TOTAL LOSS OF PII 984,900 $10,794,504 $49,245,000 $59,094,000 $302,364,300

Patient records 22,300,000 $1,863,834,000 $1,115,000,000 $1,338,000,000 $6,846,100,000

Employee 
healthplan

15,000,000 $1,253,700,000 $750,000,000 $900,000,000 $4,605,000,000

TOTAL LOSS OF PHI 22,300,000 $1,863,834,000 $1,115,000,000 $1,338,000,000 $6,846,100,000

TOTAL LOSS OF BOTH 23,284,900 $1,874,628,504 $1,164,245,000 $1,397,094,000 $7,148,464,300
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COVERS
Investigations and 
resulting damages for
violations of privacy laws

EXAMPLE
There are 47 state privacy laws and several federal law
(eg HIPAA, GLBA). All can lead to investigations and fines. 
CA has imposed dozens of fines; eg in 2011, $865K UCLA 
for Farah Fawcett. This year, $7.3M for Uber
The FTC and state AGs have also pursued regulatory
investigations and imposed fines and remediation. Rather
than rely on statute, they allege unfair-business practices;
eg a privacy policy is at variance with practice. Unfair-
business fines have ranged from $2M to $15M. 
Remediation often requires new equipment, regulatory
supervision, and penetration tests for 20 years.

Recently, other regulators have become active over
privacy. The FCC recently fined TerraComm and YourTel
$3.5M as well as $25M against AT&T

Regulatory Defense and Fines
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How much can healthcare fines cost?

Page
30

California fines
In 2008, the CA Department of Public Health became responsible for enforcing healthcare
privacy. Since then, it has written up hospitals more than 3,700 times. Some of them 100s of
times each.  It has also imposed on hospitals and clinics 100 fines totaling more than $10.7
million.

$4,800,000
$4,300,000

$4,000,000
$3,000,000

$2,250,000
$1,700,000
$1,700,000
$1,700,000

$1,500,000
$1,500,000

$1,200,000
$1,000,000
$1,000,000

$865,000
$800,000

$0 $1,000,000 $2,000,000 $3,000,000 $4,000,000 $5,000,000 $6,000,000

New York‐Presbyterian Hospital…

Stanford Hospital & Clinics

CVS Pharmacy

Concentra Health Services

Massachusetts Eye and Ear Infirmary…

ffinity Health Plan

General Hospital Corp.…

Parkview Health System

Top 15 HIPAA fines
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2013 fines in California
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Notable fines and litigation
▪ Massachusetts General Hospital. $1 million settlement and 3-

year Corrective Action Plan for loss of Protected Health 
Information (“PHI”) by employee. (2/11)

▪ Cignet Health. $4.3 million penalty for refusing patients 
access to their medical records. (2/11)

▪ UCLA Health System. $865,000 settlement and 3-year 
Corrective Action Plan for allowing unauthorized access to 
patient medical records. (7/11)

▪ Sutter Health hit with $1B Class-Action Lawsuit. Lost a 
computer with PHI for 3.3 million patients

O
ctober 

11,
2016
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COVERS
Expert assistance and 
payments should sites, 
systems, or data face 
extortion threats or 
ransom requests

EXAMPLE
Extortion is the easiest way to monetize a breach, 
because victims seek to keep them hidden. Public 
information usually relates to prosecutions or FBI 
involvement: $2M against Bloomberg, $5M against
E-Script, and $10M against Omega Systems. The
2014 cyber attack against Sony was preceded
three days before by an extortion email.

Ransom is now the fastest growing category of 
crime because of automated malware that 
encrypts data and holds it hostage. In 2014, 
ransomware attacks increased by 700%. In 
addition, their sophistication has recently 
increased: in Q1 of 2015, McAfee Labs saw a 
165% increase in new and difficult-to-protect 
variants.

Cyber Extortion
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COVERS
Lost profits from downtime
as well as extra expense
caused by logical attacks, 
such as denial of service, or
malicious agents and wares

EXAMPLE
The 2011 attack on the Sony Playstation network 
compromised 77 million accounts, 24.7 million credit cards,
and caused four weeks of business interruption from April 17
to May 18. On May 23, Sony stated that the outage cost $171
million.

In 2009, a cyber weapon destroyed data as well as 1,000
centrifuges at Iran’s Natanz facility. The attack is believed to
have caused a four-year delay in their nuclear program. The
weapon went on to attack Siemens control systems world
wide.

In 2012, a malware attack against Saudi Aramco took 30,000
workstations off line for 10 days. The attack did not impede oil
production which would have caused much larger losses.

The 2014 attack on Sony is estimated to have cost between
$70 and $100 million in interruption and extra expense losses.

Business Interruption and Extra Expense
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COVERS
Cost to restore data and 
systems corrupted or lost
because of malicious agents 
or software

EXAMPLE
In 2000, Omega Engineering lost proprietary designs, a 
contract with the Navy, and the livelihood of 80 employees
when it fired an IT person who had rigged a dead-man switch
on a logic bomb.

In 2006, a disgruntled sysadmin at UBS used a logic bomb to
destroy 60% of its servers, but a robust DR plan kept losses
to $3.1 million.

In 2013, a logic bomb attack in South Korea erased the drives
and master-boot records of three banks and three media
companies: TV networks YTN, MBC and KBS.

In 2014, the Sony breach began with a logic bomb that erased
everything stored on 48% of its personal computers (3,262 of
6,797) and 54% of it servers (837 of its 1,555). Fortune
reports that drives and networks were so compromised that
they could not be cleansed. Sony has had to rebuild its IT
infrastructure from scratch.

Data restoration
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COVERS
Broadens the interruption 
coverage from cyber 
attacks to include any 
unplanned or unintended
outage save for excluded 
events

EXAMPLE
In 2013, Google went dark, causing a 40% drop in web traffic and
an interruption of its primary revenue source.
A week later, Amazon went dark. At $66,240 per minute, the lost
revenue was $2 million. A second 49-minute interruption cost $4
million.
On Wednesday 7/8/2015, the NYSE suffered a four-hour system
failure that blocked all trading. The same day, United suffered a
failure that grounded all its flights.
Neither interruption was caused by hackers. Both cost millions.

CA Technologies has done surveys on downtime costs: small
enterprises average annual revenue losses of
$55,000; midsize firms lose $91,000; large enterprises
lose $1,000,000.
A more granular Ponemon Institute study of 41 data centers
shows unplanned outages cost on average
$5,000 per incident. In high-availability environments, they can
cost $11,000 per minute, so $15.8 million a day.

System Failure
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COVERS
First-party, business-
interruption losses 
caused by an 
outsourced provider

EXAMPLE
Most modern firms depends on other companies to host
operations that produce revenue. As a result, they could
suffer losses caused by their value chain.
▪ Data center, website, colocation hosts
▪ Payroll, ERP, and other software as a service
▪ Offsite storage, disaster recovery, failover

In 2011, Northrop Grumman paid $5 million to the
Commonwealth of Virginia for a network outage that
lasted a week and affected multiple state agencies.

In 2000, Mississippi sued AMS for $900 million for failing
to produce a functioning tax-collection system. The
verdict awarded $299.5 million in compensation and $175
million in punitive damages.

Contingent Interruption
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COVERS
Payment-industry fines for
violating terms of
transaction contracts and
the security requirements 
of one of four tiers

EXAMPLE
Transaction contracts give each of the five payment
vendors the ability to levy fines for violations: $500,000
per incident and $50,000 a day of non compliance. 
They make the merchant liable for fraud losses on
compromised accounts as well as for the cost of re-
issuing cards. They can also demand separate security
audits and impose separate remediation requirements.

Fines are subject to non-disclosure agreements but
severe enough to lead most domestic insurers to either
exclude coverage or sub limit to
$250,000. Nevertheless, London can offer no- sub-
limit options.
In 2013, Genesco, a hacked merchant, sued the 
payment industry over the size of its fines and 
penalties: $13.298 million.

PCI fines
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COVERS
First-party losses from
trade disruption caused
by customer churn and
avoidance of an insured
after it has been hacked

EXAMPLE
Customers churn at different rates depending on the industry,
the brand promise, and the stickiness of the business model.
Nevertheless, breaches lead to severe short-term losses of
customer loyalty and business.

In Q1 of 2014, Target reported that, in the previous quarter, it
had lost 46% its revenues. Sales did not recover for 9 months.
As a result, shareholders launched derivative lawsuits against
the board and the board fired the CIO and CEO.
In Q2 of 2104, Home Depot was able to learn from Target and
execute a better incident-response strategy. As a result, a
similar breach only led to a three-month suppression of sales
and no derivative actions.

Although domestic insurers offer remediation expenses, they
do not cover opportunity losses. Coverage for these losses is
available in London, where trade-disruption policies have been
sold for a variety of public-shunning triggers.

Reputational Harm
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Limits & Premiums
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ARTURO PEREZ-REYES

§ Overview--Arturo Perez-Reyes has worked for 16 years as a risk consultant and broker for Marsh,
Barney and Barney, and now Hub International. He helps companies identify, quantify, and insure
liability and property risks from technology, services, value chains, intellectual property, privacy,
security, and compliance.

§ Technology and privacy insurance-- He has placed technology errors-and- omissions, professional
liability, and privacy insurance for complex and large clients. He helped develop the first privacy
policies and recently produced hybrid products that provide both insurance and information-security
services domestically and in London. On E&O placements, he manuscripts coverage to adjust for
exposures, gaps, and overlaps. He has placed coverage for industries such as retail, financial 
institutions, law firms, healthcare organizations, travel-hospitality, utilities, manufacturers, telecom,
gambling, pharmaceutics, manufacturing, web-services, and technology.

§ Enterprise risk management--He has also done enterprise-risk consulting for mid- cap to Fortune 50
companies. The studies have identified, quantified, and mitigated liabilities and losses from data losses,
privacy violations, confidentiality torts, intellectual-property invalidation and litigation as well as from
new technologies, emerging services, IT value chains, information sharing, and regulatory compliance. 
His clients have included Google, Yahoo, Intel, Sun, HP, Cisco, Adobe, Symantec, Verisign, Oracle,
ESET, Epicor, Stanford, UCSF, UCB, Adventist Health, Erickson,  IGT, CUNA Mutual, Bloomberg, etc. In
addition, he has consulted in the UK, and EU on technology risk, service liabilities, business
interruption, and professional liability. He has expertise in financial institutions, web services, software,
telecos, retail, gaming, education, healthcare, and technology. He has presented nationally and 
internationally at industry conferences as well as to RIMS, CPCU, and the ABA.

§ Teaching—Arturo is also a member of the professional faculty at the Haas School of Business, UC
Berkeley. He has lectured for 25 years on e-commerce, communication, insurance, sales, and green
business. He has also taught at the Graduate School of Business at the University of Chicago and held
academic- leadership roles and led taskforces on e-commerce, cloud storage, and network- security.
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